
MASTER.CF TCHR

smtp      inet  n       -       n       -       -       smtpd                                                                                                                                                    
    -o content_filter=amavisfeed:[127.0.0.1]:10024                                                                                                                                                               
amavisfeed unix -       -       n       -       2       smtp                                                                                                                                                     
    -o smtp_data_done_timeout=1200                                                                                                                                                                               
    -o smtp_send_xforward_command=yes                                                                                                                                                                            
    -o disable_dns_lookups=yes                                                                                                                                                                                   
    -o max_use=20                                                                                                                                                                                                
127.0.0.1:10025 inet    n       -       n       -       -       smtpd                                                                                                                                            
    -o content_filter=                                                                                                                                                                                           
    -o local_recipient_maps=                                                                                                                                                                                     
    -o smtpd_helo_restrictions=                                                                                                                                                                                  
    -o smtpd_client_restrictions=                                                                                                                                                                                
    -o smtpd_sender_restrictions=                                                                                                                                                                                
    -o smtpd_sasl_auth_enable=yes                                                                                                                                                                                
    -o smtpd_recipient_restrictions=permit_mynetworks,reject                                                                                                                                                     
    -o mynetworks=127.0.0.0/8                                                                                                                                                                                    
#    -o smtpd_error_sleep_time=0                                                                                                                                                                                 
    -o smtpd_soft_error_limit=1001                                                                                                                                                                               
    -o smtpd_hard_error_limit=1000                                                                                                                                                                               
    -o receive_override_option=no_header_checks,no_unknown_recipients_checks                                                                                                                                     
    -o local_header_rewrite_clients=                                                                                                                                                                             
                                                                                                                                                                                                                 
587     inet    n       -       n       -       -       smtpd                                                                                                                                                    
                                                                                                                                                                                                                 
#submission inet n       -       n       -       -       smtpd                                                                                                                                                   
#  -o smtpd_enforce_tls=yes                                                                                                                                                                                      
#  -o smtpd_sasl_auth_enable=yes                                                                                                                                                                                 
#  -o smtpd_client_restrictions=permit_sasl_authenticated,reject                                                                                                                                                 
# testy 20.11.2009                                                                                                                                                                                               
smtps     inet  n       -       -       -       -       smtpd -v                                                                                                                                                 
  -o smtpd_tls_wrappermode=yes                                                                                                                                                                                   
  -o smtpd_sasl_auth_enable=yes                                                                                                                                                                                  
  -o smtpd_client_restrictions=permit_sasl_authenticated,reject                                                                                                                                                  
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smtpd_helo_restrictions =                                                                                                                                                                                        
#####################################################                                                                                                                                                            
#    wywala niektore hosty na windzie przed forti   #                                                                                                                                                            
#    reject_unknown_helo_hostname,                  #                                                                                                                                                            
#    reject_non_fqdn_helo_hostname,                 #                                                                                                                                                            
#####################################################                                                                                                                                                            
    reject_unauth_pipelining,                                                                                                                                                                                    
    reject_invalid_helo_hostname,                                                                                                                                                                                
    permit                                                                                                                                                                                                       
                                                                                                                                                                                                                 
                                                                                                                                                                                                                 
smtpd_client_restrictions =                                                                                                                                                                                      
    reject_unknown_reverse_client_hostname,                                                                                                                                                                      
    reject_rbl_client chikor.rbl.tld,                                                                                                                                                                            
#    reject_rbl_client  bl.spamcop.net,                                                                                                                                                                          
    reject_unauth_pipelining,                                                                                                                                                                                    
    permit                                                                                                                                                                                                       
                                                                                                                                                                                                                 
                                                                                                                                                                                                                 
smtpd_recipient_restrictions = permit_sasl_authenticated,                                                                                                                                                        
    permit_mynetworks,                                                                                                                                                                                           
    check_helo_access hash:/etc/postfix/helo_checks,                                                                                                                                                             
    check_helo_access pcre:/etc/postfix/helo_checks.pcre,                                                                                                                                                        
    reject_unknown_helo_hostname,                                                                                                                                                                                
    reject_non_fqdn_helo_hostname,                                                                                                                                                                               
    reject_unauth_destination,                                                                                                                                                                                   
    reject_non_fqdn_recipient,                                                                                                                                                                                   
    reject_unknown_recipient_domain,                                                                                                                                                                             
    reject_unlisted_recipient,                                                                                                                                                                                   
    reject_sender_login_mismatch,                                                                                                                                                                                
    check_policy_service unix:postgrey/socket                                                                                                                                                                    
                                                                                                                                                                                                                 
smtpd_data_restrictions =                                                                                                                                                                                        
    reject_unauth_pipelining,                                                                                                                                                                                    
    reject_multi_recipient_bounce,                                                                                                                                                                               
    permit                                                                                                                                                                                                       
                                                                                                                                                                                                                 
smtpd_sender_restrictions =                                                                                                                                                                                      
    check_sender_access hash:/etc/postfix/access,                                                                                                                                                                
#    reject_sender_login_mismatch,                                                                                                                                                                               
#  13.11.2009 wylaczone unknown_sender bo byc moze problem z revDNS dla TChr                                                                                                                                     
#    reject_unknown_sender_domain,                                                                                                                                                                               
    reject_non_fqdn_sender,                                                                                                                                                                                      
    permit                                                                                                                                                                                                       
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smtp      inet  n       -       n       -       -       smtpd                                                                                                                                                    
                                                                                                                                                                                                                 
#submission inet n       -       n       -       -       smtpd                                                                                                                                                   
#  -o smtpd_enforce_tls=yes                                                                                                                                                                                      
                                                                                                                                                                                                                 
# UWAGA ponizsze 2 linie nie dzialaja - odrzucaja polaczenia - dziwne do sprawdzenia                                                                                                                             
                                                                                                                                                                                                                 
#  -o smtpd_sasl_auth_enable=yes                                                                                                                                                                                 
#  -o smtpd_client_restrictions=permit_sasl_authenticated,reject                                                                                                                                                 
                                                                                                                                                                                                                 
                                                                                                                                                                                                                 
587     inet    n       -       -       -       -       smtpd                                                                                                                                                    
                                                                                                                                                                                                                 
                                                                                                                                                                                                                 
# smtps     inet  n       -       n       -       -       smtpd                                                                                                                                                  
#  -o smtpd_tls_wrappermode=yes                                                                                                                                                                                  
#  -o smtpd_sasl_auth_enable=yes                                                                                                                                                                                 
#  -o smtpd_client_restrictions=permit_sasl_authenticated,reject                                                                                                                                                 
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smtpd_client_restrictions =                                                                                                                                                                                      
# - uwalamy upierdliwych klientow, ktorzy nie maja kultruy osobistej lub spamuja - reczne aktualizacje                                                                                                           
    check_client_access hash:/etc/postfix/access_recipients,                                                                                                                                                     
    reject_rbl_client chikor.rbl.tld,                                                                                                                                                                            
#    reject_rbl_client  bl.spamcop.net,                                                                                                                                                                          
    reject_unauth_pipelining,                                                                                                                                                                                    
    reject_non_fqdn_recipient,                                                                                                                                                                                   
    permit                                                                                                                                                                                                       
                                                                                                                                                                                                                 
smtpd_sender_restrictions =                                                                                                                                                                                      
    check_sender_access hash:/etc/postfix/access_recipients                                                                                                                                                      
# - nie dziala - reject_sender_login_mismatch                                                                                                                                                                    
    reject_unknown_sender_domain                                                                                                                                                                                 
    reject_rbl_client chikor.rbl.tld,                                                                                                                                                                            
#    reject_rbl_client  bl.spamcop.net,                                                                                                                                                                          
    reject_non_fqdn_sender                                                                                                                                                                                       
    permit                                                                                                                                                                                                       
                                                                                                                                                                                                                 
                                                                                                                                                                                                                 
smtpd_recipient_restrictions =                                                                                                                                                                                   
    permit_sasl_authenticated                                                                                                                                                                                    
    permit_mynetworks                                                                                                                                                                                            
    reject_unauth_destination                                                                                                                                                                                    
    reject_non_fqdn_recipient                                                                                                                                                                                    
    reject_unlisted_recipient                                                                                                                                                                                    
    reject_unknown_recipient_domain                                                                                                                                                                              
    reject_unknown_helo_hostname                                                                                                                                                                                 
    check_sender_access hash:/etc/postfix/access                                                                                                                                                                 
# - warn daje opcje przetestowania, przepuszcza mail ale powiadamia admina ze powinien byc REJECT                                                                                                                
# - warn_if_reject                                                                                                                                                                                               
# - nie dziala oddawanie zwrotek bez pluginu - reject_unsigned_bounce                                                                                                                                            
    reject_sender_login_mismatch                                                                                                                                                                                 
    check_policy_service unix:postgrey/socket                                                                                                                                                                    
                                                                                                                                                                                                                 
                                                                                                                                                                                                                 
smtpd_data_restrictions =                                                                                                                                                                                        
        reject_unauth_pipelining                                                                                                                                                                                 
        reject_multi_recipient_bounce                                                                                                                                                                            
        permit 


